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K12 Security Information eXchange (K12 SIX)

• A Global Resilience Federation (GRF) member 
community, K12 SIX is a real-time cyber threat 
intelligence sharing hub exclusively for schools, to aid 
in preventing and mitigating cyber threats. 

• This non-profit member community provides cost-effective 
collective defense by crowdsourcing security information 
among a vetted, trusted group of professionals with a 
common interest, using common technology and with 
supporting, independent analysis from the K12 SIX 
security team. 

Against what type 
of threats are K12 

SIX members 
defending?

Data 
Breaches

Ransomware

Denial of 
Service 
(DoS)

Physical 
Threats or 
Incidents

Advanced 
Persistent 

Threats 
(APT)

Website/ 
Social Media 
Defacement

Insider 
Threats & 

Fraud

Scans, 
Probes, 
Access 

Violations

Phishing & 
Social 

Engineering

Collective defense | Best practices | Model policies  
Professional development | Advocacy

https://www.k12six.org/member-benefits
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Today’s Speaker
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Corey Lee
Security CTO

US Education | Microsoft
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K-12 Cyber Incidents: Analysis and Trends
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• Instigated by 
cyber criminals, 
students, 
teachers, 
administrators, 
and vendors.

• Affecting K-12 
organizations of 
all sizes, types – 
in all 50 states

Source: K-12 Cyber 
Incident Map, K12 SIX 
https://www.k12six.org/
map 

As many as 25% of all K-12 incidents occur 
during the back-to-school timeframe.

https://www.k12six.org/map
https://www.k12six.org/map


Case Study: Texas School District

Days before start of school, ransomware attack 
encrypted all of the data stored on school district 
servers, including multiple data backups and a 
few hundred district computers. 

Key services inaccessible: student 
registration/schedules/grades/assignments (SiS), 
teacher communication tools, etc.

- Impacts
◦ 1 week delay to school opening; community 

upheaval
◦ 100% data loss on teacher workstations
◦ Working with insurance company, paid extortion 

demand to restore data, re-open schools

Case Study: Connecticut School District

Saturday before a Tuesday school start, local 
government offices attacked by ransomware 
gang, affecting multiple agencies (300 servers, 
3,500 computers). District did not discover issue 
until day of school start.

Key services inaccessible: school transportation 
system responsible for communicating real-time 
transportation routes to the district's bus 
company

- Impacts
◦ Very late notification of school closure; community 

upheaval
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Real-World Impacts
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End Point

Attacks are crossing modalities 
Typical human-operated ransomware campaign

Cloud apps
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AI Detection for Hidden Risks
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Top 5 AI-Powered Detections

1. Credential Theft – Anomalous Tokens / Leaked Credential

2. Suspicious Identity Activity – Lateral Movement Paths

3. Suspicious Device Behavior – Disabled AV / RDP Bruteforce

4. Suspicious Application Behavior – Malicious OAuth app

5. Suspicious Data Transfer/Deletion – Ransomware Activity

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks#sign-in-risk
https://learn.microsoft.com/en-us/defender-for-identity/understand-lateral-movement-paths
https://learn.microsoft.com/en-us/microsoft-365/security/defender/playbook-detecting-ransomware-m365-defender?view=o365-worldwide#initial-attacks-to-gain-entry
https://learn.microsoft.com/en-us/defender-cloud-apps/app-governance-anomaly-detection-alerts#app-with-an-unusual-user-agent-accessed-email-data-through-exchange-web-services
https://learn.microsoft.com/en-us/defender-cloud-apps/investigate-anomaly-alerts#ransomware-activity
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Easy Button AI Response Automations
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Top 5 AI-Powered Response Actions

1. Identity Protection – Block User / Reset Password

2. Attack Disruption – Disable User

3. Attack Disruption – Device Contain

4. App Governance – Block Risky Application

5. Adaptive Protection – Dynamic Data Protection

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-risk-user
https://learn.microsoft.com/en-us/microsoft-365/security/defender/automatic-attack-disruption?view=o365-worldwide#automated-response-actions
https://learn.microsoft.com/en-us/microsoft-365/security/defender/automatic-attack-disruption?view=o365-worldwide#automated-response-actions
https://learn.microsoft.com/en-us/defender-cloud-apps/app-governance-predefined-policies
https://learn.microsoft.com/en-us/purview/insider-risk-management-adaptive-protection#quick-setup


Microsoft Security closes the gaps
Reduce cyber risk

Account credentials are safe

Command
& Control 
prevented 

Exploitation
& Installation
prevented

Phishing
mail is blocked

Data is safeSensitive data 
is protected

Privileged account 
is protected

Infrastructure  
is secure

User account 
is safe

Sentinel

SIEM

Defender for 
CloudMicrosoft 365 Defender

Lateral movement
is prevented

Defender for O365 P1/P2 Defender for Endpoint Defender for Identity

Defender for Cloud Apps

Azure Services

Azure Active Directory P1/P2

M365 A5 Suite
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Back to School Safely: Cybersecurity for K-12 Schools
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Questions?
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Microsoft Education Public Resources

• K-12 Cybersecurity Awareness : Keeping students safer with 
cybersecurity awareness | Microsoft EDU

• K12 Cybersecurity Readiness: Protect against cybersecurity risks 
with Microsoft 365 A5 security | Microsoft EDU

• K12 Cybersecurity Solutions: Digital Privacy and Cyber Security for 
Schools | Microsoft Education 
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https://educationblog.microsoft.com/en-us/2022/10/keeping-students-safer-with-cybersecurity-awareness
https://educationblog.microsoft.com/en-us/2022/10/keeping-students-safer-with-cybersecurity-awareness
https://educationblog.microsoft.com/en-us/2023/01/protect-against-cybersecurity-risks-with-microsoft-365-a5-security
https://educationblog.microsoft.com/en-us/2023/01/protect-against-cybersecurity-risks-with-microsoft-365-a5-security
https://www.microsoft.com/en-us/education/it-pro/security-solutions
https://www.microsoft.com/en-us/education/it-pro/security-solutions
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Microsoft Security Public Resources

• Collaborate - Join the Microsoft Education Security Office 
Hours Community

• Protect - https://aka.ms/DisruptRansomwareNow 

• Respond - Incident response playbooks | Microsoft Learn
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https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Faka.ms%2FEDUSecurityOfficeHours-Reg&data=05%7C01%7Ccoreyl%40microsoft.com%7C5126c7a74b2a4a3c66fa08db87b1f097%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638252970561045680%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=ZtoF%2F5PPKgpJ5KI5ZaQAkiAp0BJAtVykOSPYNAyqk7U%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Faka.ms%2FEDUSecurityOfficeHours-Reg&data=05%7C01%7Ccoreyl%40microsoft.com%7C5126c7a74b2a4a3c66fa08db87b1f097%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638252970561045680%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=ZtoF%2F5PPKgpJ5KI5ZaQAkiAp0BJAtVykOSPYNAyqk7U%3D&reserved=0
https://aka.ms/DisruptRansomwareNow
https://learn.microsoft.com/en-us/security/operations/incident-response-playbooks
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K12 SIX Public Resources
• The K-12 Cyber Incident Map: https://www.k12six.org/map and 

“State of K-12 Cybersecurity: Year in Review” report series 
https://www.k12six.org/the-report 

• K12 SIX ‘Essentials’ Series: https://www.k12six.org/essentials-
series 

• Cybersecurity Frameworks: What K-12 Leaders Need to Know
• K-12 Essential Cybersecurity Protections Series
• K-12 Cyber Incident Response Runbook

• 2024 K12 SIX Annual Conference (Savannah, Feb 13-14, 2024)
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https://www.k12six.org/map
https://www.k12six.org/the-report
https://www.k12six.org/essentials-series
https://www.k12six.org/essentials-series


TLP:CLEAR

K12 SIX Public Resources
Webinar Series: https://www.k12six.org/webinars 

• 8/29: Get to Know K12 SIX
• 9/12: Leveraging AI to Defend Against Back to School Threats

 
More TBA shortly…

• Membership and partnership inquiries: info@k12six.org  
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https://www.k12six.org/webinars
mailto:info@k12six.org
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