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“
Today’s Speaker %

Doug Levin, Co-Founder and Director

« 30+ years working at intersection of
education, technology, public policy, and
research

* Formerly: EdTech Strategies, LLC (President),
SETDA (Executive Director), NASBE (Deputy
Director/COQ), NCTA (Senior Director,
Education Policy), AIR (Principal Research
Analyst)

* Creator of K-12 Cyber Incident Map; frequent
speaker and commentator

« Serve on both CISA and US Department of
Education Cybersecurity Advisory Committees
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Today’s Agenda (\4

« About K12 SIX and GRF

 Membership Benefits

* |Impact
e How to Join

* Free Resources
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" The K12 Security Information eXchange (K12 SIX) is a non-profit
membership organization for U.S. school systems and other K-12
organizations designed to build YOUR capacity to defend your school
communities from the cyber threats they are facing today.

= We act as a trusted hub for K-12 neighborhood watch activities: sharing of
K-12 specific threat intel and vulnerabilities, mutual support and aid,
professional development, and policy advocacy.

" Founded out of belief that the K-12 needs and deserves its own
cybersecurity advocate and support organization. We are stronger when
we work together.
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“
K12 Security Information eXchange (K12 SIX) (\4

* A Global Resilience Federation (GRF) member

community, K12 SIX is a real-time cyber threat Broa
intelligence sharing hub exclusively for schools, to aid "“;fo“c‘;%’_& L s omware
in preventing and mitigating cyber threats. Engineering
« This non-profit member community provides cost-effective Scans, Denial of
collective defense by crowdsourcing security information e ﬁ?fr":‘:;t‘;"gi‘;t%?g s
among a vetted, trusted group of professionals with a Violations SIX members
common interest, using common technology and with defending?
supporting, independent analysis from the K12 SIX Toier L hysical
secu rlty team Fraud Incidents
1 : e .2 Website/ [-CRETIEE:
Collective defense | Best practices | Model policies Social Media  Persistent

Threats
Defacement (APT)

Professional development | Advocacy

https://www.k12six.org/member-benefits
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About K12 SIX Al

Who We Are

« Under the umbrella of the Global Resilience Federation (https://www.grf.org/), an information
sharing and analysis center (ISAC) for the U.S. K-12 sector

» Non-profit, membership community focused on cybersecurity (i.e., IT/data confidentiality,
integrity, availability) capacity building

« Trusted partner, thought leader, and advocate focused on helping you protect your school
community from emerging cybersecurity threats

« Funded via school system memberships, supplemented by sponsorships

Who We Aren’t

* Not a seller/endorser of cybersecurity solutions; not an MSSP

* Not focused on K-12 physical security, nor on cybersecurity workforce development

* Not a general-purpose association for educational technology; not solely focused on student
data privacy compliance

© 2024 K12 SIX 5/8/2024 6
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K12 SIX Membership Eligibility (\4

K12 SIX membership is open to U.S. K-12 organizations, including:
* School districts

* Charter schools/charter management organizations

* Private/independent schools

* Regional education agencies

e State education agencies

* Other state-specific K-12 support organizations

- With executed information sharing agreements, K12 SIX member school systems may designate
MSP/outsourced K-12 IT staff as their K12 SIX representative.
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The Federation Advantage

K12 SIX is a Global Resilience Federation (GRF) member community. GRF acts as an
information hub: aggregating and analysing security information, disseminating actionable
intelligence, and streamlining cross-sector collaboration.

Business Resilience Council Multi-Sector Sharing, ]
by Global Resilience Federation Working Groups, and Exercises

m national council of

§&ah Health-1sAC, 1SACs \

for Resilience in

$MFG-ISAC {5+ EASE

lysis Center H Energy Analytic Security Exchange @ M S- l SAC ‘-ﬁ: Fl!l%&tllsg?gctu re @
ISAC”
ONG-ISAC

Q EE i eesac

>£ kst
AVIATION ISAC e RT
s

AUTO-ISAC +§ REN-ISAC

Sharing Partner j

BPOT-ISAC  ELeGAL 7
WY s CEENICEG |5

Tools | Processes | Procedures

Resources | Operations S P/\C E o\
ISAC w
” —~

Policy | Governance

’7 ProSiX %ma SIX

K GRF Subsidiaries
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Global Resilience Federation Sharing Pathways

Information Sources

CERT Alerts

Regulator Flags

L.E. Warnings

PUB. SOURCES

Agency Reports

Intel Providers

Vulnerability
Alerting

Malware
Forensics

Incidents &
Analysis

PRIVATE SOURCES

Crisis Support

Security Operations Center

Cross-Sector Sources

GRF Affiliated Partner
ISACs/ISAOs/CERTSs

TLP:CLEAR
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IT and OT

Threat Intel

Physical
Security

Business
Continuity/

Disaster
Response

Vulnerability
Management

Best Practices
and

Collaboration

=D Alerts

@ \lember Submissions
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K12 SIX Membership Benefits (\&

« K-12 focused cyber threat news, information, and analysis (continuously
updated): news, events, incidents, threats, vulnerabilities, etc.

« Access to a secure, collaborative cyberthreat information sharing online
portal and mobile app

« Summary weekly newsletters/reports, providing situational awareness on
vulnerabilities, ransomware activity, and K-12 specific news

« Bi-weekly analyst-led threat briefings
« Weekly peer-to-peer ‘water cooler’

« Anonymized/secure peer-to-peer threat sharing/request for information
facilitation

« Opportunities to contribute: technical working group, meeting participation,
public speaking, etc.

» Priority access to National K-12 Cybersecurity Leadership Conference

© 2024 K12 SIX 5/8/2024 11




K12 SIX Cyware Situational Awareness Platform (CSAP):
Primary Threat Intelligence Feed

%mz SIX Q  search CSAP

Alerts  @Toal o9ss *Unread 8968 “Read 1017
. -
- ¥ Fiters - [ ]
S S Presidential Cybersecurity Education Award: Nominations Open N :
Presidential Cybersecurity Education Award: Nominations Open
(] Discussions v
Vulnerability Advisories TLPWHITE
Advisory: Fujitsu IPCOM Products Command Execution Vulnerability (CVE-2022-29516) gm AetiD ©
aa921453
Vulnerability Advisories TLPWHITE °
Advisory: RARLAB UnRAR Path Traversal Vulnerability (CVE-2022-30333) TLP: WHITE
Informational TLPWHITE == Category
Frappo Lets Hackers to Host Phishing Pages to Impersonate Financial Institutions to Announcement
Steal Customer Data
0 Alert Created on
Informational TLPWHITE May 10,2022, 11:15 AM
‘GCHQ Head Warns that Russian Hackers are Seeking to Target Western Countries
Supporting Ukraine »  Tags ADD TO CHANNEL
US Department of Education
Informational TLP:WHITE
Warning: Over 31,000 Leaked Login Credentials from FTSE 100 Firms End up on Dark K12 six °
Web The Presidential Cybersecurity Education Award is presented by the U.S. Secretary of Education to teachers in the field of cybersecurity to honor their contributions to the education
of our nation’s students. The award is bestowed annually to two teachers — one at the elementary level and one at the secondary level — who “demonstrate superior achievement in Feedback
Informational TLP:WHITE instilling skills, knowledge, and passion with respect to cybersecurity and cybersecurity-related subjects.” These recipients embody the dedication and expertise of educators who RELEVANCY
Legal Services Sector Cyber Threat Intel - Key Insights (April 2022) are critical to increasing the cybersecurity awareness of all students, inspiring the nation's future cybersecurity workforce, and contributing to a more secure society. The award
acknowledges both the exemplary achievements demonstrated by the teachers and that of the teacher's students.
Informational TLP:WHITE CONTENT [

Deadline: The nomination period closes on July 31, 2022 at 11:59:59 p.m. Eastern Daylight Time.
Russian Video Content Provider RuTube's Site Offline due to Cyberattack

How to Submit: Email nominatiens to CyberAwards@ed.gov according the Rules, Terms, and Conditions available online at: http://cte.ed.gov/cyberaward
Vulnerability Advisories TLPWHITE & Contact Analyst

Azure Flaw Permitting RCE Attacks Fixed by Microsoft
TLP:WHITE: Subject to standard copyright rules, TLP:WHITE information may be distributed without restriction.

Malware Advisories TLP-WHITE RELATED ALERTS
‘Odaku 3 i itation, and Indi of C
Malware Advisories TLP:WHITE @ TLPAMBER ©® TLPAMBER
LaunchHistoryResults Adware: Propagation, Exploitation, and Indicators of Compromise REMINDER - K12 SIX Member Brown Bag: Data Breach Report Out K12 SIX Incident Response Working Group
i S
Vulnerability Advisories TLPWHITE
VU#473698: CVE-2022-30295 - uClibc, uClibc-ng Libraries Have Monotonically
Increasing DNS Transaction ID
Announcement TLP:AMBER Ever TLP:AMBER
————— E==3 &= -
Advisory: Data Plane Development Kit (DPDK) Multiple Vulnerabilities REMINDER - K12 SIX Member Brown Bag: Data Breach Report Out K12 SIX Member Brown Bag: Data Breach Report Out
=
Vulnerability Advisories TLPWHITE

Advisory: Netty Information Disclosure Vulnerability (CVE-2022-24823)

TLP:CLEAR © 2024 K12 SIX

Available online
and via mobile app
(Android and iOS)
Continuously
updated, drawing
from multiple
intelligence sources
Powerful search
and filter functions
Critical, K-12
specific alerts are
also delivered via
email to K12 SIX
members
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K12 SIX CSAP: Crisis Notification System

%mz sIX Q. Search CSAP

— Alert Categories 5 Crisis Profile

Toggle settings for alert categories.

41 Channels p

Miinge SErngs forchanagis 1. Select Business Hours 2. Add Contact Numbers
Please enter your business hours, time zane, and voice preference.

Please enter the emergency contacts for your organization.
B Crisis Profile >

Manage emergency contact informati..

:00) Eastern Time (L

Mary

3. Set Call Priority Order

Please specify the order of call priority for your emergency contacts.

Priority Weekday (Business Hours) Weekday (After Business Hours)

v3.3.0

TLP:CLEAR © 2024 K12 SIX

[+]¢c @R

edit (O]

Send SMS

Weekend

7.

Allows for flexible
24/7 outreach to
K12 SIX members
(or their designees)
in the event of a
crisis
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K12 SIX CSAP: Document Library ‘

%KIES\X Q search CSAP (@ 0 a\

Doc Library
All Files My Files & Folders Shared with me Starred b Ce ntra I re pOSitO ry

for all important

Starred Type Name Size TLP Owner Last Modified Actions
f
ﬁ( Eo Attachments from Member Submission — A Staci Elliott Jan 21,2022, 03:04 PM @ O re e re n C e
1"3 E@ Cybersecurity Best Practices - A Jinny Kang Oct 14,2020, 12:30 PM o ® d 0 C u m e n ts,
. . .
i‘g Eo GRF Business Reslience Council - Geopolitical Reports = A Staci Elliott Apr 07,2022, 10:22 AM ® O I n C I u d I n g a rc h Ive S
Pid E@ GRF COVID-19 Reports - A Jinny Kang Sep 30,2020, 11:20 AM @ O Of mem b er
ﬁ Eo GRF Monthly Newsletter - A Staci Elliott Apr 04,2022, 12:23 PM @ O m e eti n S a n
gs and
ﬁ Eo K12 SIX Essential Protections Series - A Doug Levin Sep 03,2021,12:16 PM o O
t
i\z Ee Member Resources - A Jinny Kang Sep 17,2020, 11:26 AM - O eve n S
ﬁ’ Ee Monthly Member Meeting Archives - A Jinny Kang Sep 23,2021, 11:26 AM @ O
% EQ MS-ISAC Alerts - A Arshad Somani Feb 22,2021, 04:52 PM o @©
i‘g Eo Public Partner Alerts = A Arshad Somani May 03, 2021, 10:38 AM ® O

10/page + < | 1 |of6 > n
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K12 SIX CSAP: Event Calendar

(=) Download as ICs file X

K12 SIX Member Brown Bag: Data Breach Report Out b Ca pt u re s a I I
0 s 0 o regularly scheduled

Thu May 05, 2022 11:00 am Thu May 05, 2022 12:00 pm

e and ad hoc
No URL Provis member meetings
and events
— * Exportable to K12

staff will share infermation on the
at r's TTPs, investigatory steps taken, resources used, cyber insurance engagement, and
disclosure of the incident to the public and those directly impacted. I I l e l I l e r

The goal is to share knowledge gained and to also learn from others who may have had

similar experiences Ca I e n d a rs

We will use Microsoft Teams for this meeting:

I Vv Attend ‘ [ ? Maybe ‘ { X NotAttending

K12 SIX Member Brown Bag: Data Breach Report Out
Thursday, May 5, 11-12PM ET

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the meeting

Or call in (audio only)

+1540-491-4128,615566981# United States, Roanoke
Phone Conference ID: 615 566 981#

Find a local number | Reset PIN

Learn More | Meeting_options

© 2024 K12 SIX 5/8/2024 15



K12 SIX CSAP: Portal Messenger ‘

%maswx Messenger Setyourself @ Online v 4 X

] Alerts 22 Groups (&) Direct Messages

i i i ?
) . llluminate Education/EduCLIMBER breach? G0

NYC reported a large data breach of an llluminate Education product just a few weeks ago. Questions remain about the scope of the incident and whether other districts ..
llluminate Education/EduCLIMBER breach?

.
* Real-time secure
Nice summary of incident and what we know to date: llluminate Educati.. Apr21,2022 = . .
Presidential Cybersec — ey a Doug Levin (YOU) C h a t fu n Ct I O n a I Ity’

Vulnerability Advis 1N the News (General Topics)

Alerts

§ Context: https://therecord.media a f estigat jata-of-820000-students- omised-in-hack . .
Advisory: Fujitsu IPCO Google Docs crashes on seeing "And. And. And. And. And”* https://www. : R [The = S I m I I a r to
Vulnerability Advis i Mar 30,2022 New York City's mayor and several education officials said they are outraged after a digital education platform used by dozens of city schools disclosed that hackers
Advisory: RARLAB Unl gained access to the personal information of 820,000 current and former students during a January breach. a C e a l I I s
you would be interested in being part of a beta tes...

i . ’ A
Informational - f

— ey
Frappo Lets Hackers 1 Mar 15,2022 | E_ /_V
Steal Customer Data Creative Student Hacking m 5
b [

iReady Overload - "iReady is awful. It's the worst education tool anyone ¢.

* Available online

Informational
GCHQ Head Warns th: Feb 13,2022 . .
Smeell Lovstis and via mobile a
What CISOs Should Tell the Board About Logdj https://www.darkreading....
o o FYI: 1 have now seen a report made by a CT school district, which suggests that maybe the scope of this breach is even larger...
Warning: Over 31,000 Al Feb 10,2022 S
Web
Yik Yak
Curious of recent experiences folks have had...and what schools can do
Informational

Legal Services Sector

e Ability to submit

L] . cKim nu np e )a e 0 YL S e S .

){ ﬂﬂﬂhrycyberanack targeting llluminate Education’s digital grading, attendance, and parent-teacher communication platforms used by New York City’s public t h re a t I n te I a n d
schools resulted in a data breach affecting about 820,000 current and former students, but the number of students whose data was compromised could be much

larger, as the 10 Classroom platform targeted in the attack serves about 5 million U.S. students and over 7,000 K-12 districts.

Informational

Russian Video Conten

VoA requests for
Azure Flaw Permitting Top K12 Controls Working Group
We've now released v1 of our work. All documents can be found in the d. . .
TE— information
Odaku Ransomware: Oct 13,2021
MFA and Environments
Malware Advisoie Ve setup everything to go through Google and took advantage of its sup...

LaunchHistoryResults

Sep30,2021
Vulnerability Advis Enhancing K-12 Cybersecurity Act (federal)
VU#473698: CVE-202  FY!: This bill just passed both chambers and is now awaiting signature b... Apr 22,2022

Increasing DNS Transi a Doug Levin (You)
Sep 23,2021 3

Vulnerability Advis Introductions Just saw ancther breach report from a CO district. Seems to be focused so far on EduClimber...
Advisory: Data Plane [

0507 PM

Vulnerability Advis a
Advisory: Netty Inforr + New Discussion @ :

TLP:CLEAR © 2024 K12 SIX
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K12 SIX Impact %

 Definitive source for publicly-disclosed K-12 cybersecurity incidents (K12
Cyber Incident Map)

* Publisher of K-12 Essentials Series of products
« Essential Cybersecurity Protections and self-assessment
« K-12 Cyber Incident Response Runbook

* RFls: tabletop exercises, firewall optimization, MFA implementation, K-12
cybersecurity policies, etc.

« Ad hoc support: Confidential aid to K-12 cyber incident victims
(proactive/upon request, districts/vendors); vendor/supply chain issues

« Partnerships with the federal government (ED, CISA) and national/state
associations (SETDA, AASA, METAA, etc.)

« Keynotes, presentations; work widely cited by policymakers, media

© 2024 K12 SIX 5/8/2024 17




How to Join K12 SIX

&

e Visit www.k12six.orqg

« Click ‘Join’ button in upper right corner of your screen

 Fill out online application, pay annual membership dues (based on student

enroliment/organization type)
_ . Peace of mind for less than 1¢ per student per day
« Schedule orientation

MEMBERSHIP CATEGORY STUDENT ENROLLMENT ANNUAL FEE
State/Regional Ed Agency or Other - $1.500

Level | Upto 2,499 $1,000

Level II 2,500 -4,999 $2,500

Level Il 5,000 - 9,999 $5,000

Level IV 10,000 - 24,999 $7,500

Level V 25,000 and over $15,000

© 2024 K12 SIX 5/8/2024 18
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K12 SIX Public Resources (\4

 The K-12 Cyber Incident Map: https://www.k12six.org/map and
“State of K-12 Cybersecurity: Year in Review” report series
https://www.k12six.org/the-report

« K12 SIX ‘Essentials’ Series: https://www.k12six.org/essentials-

= K12 SiX
« Cybersecurity Frameworks: What K-12 Leaders Need to Know

« K-12 Essential Cybersecurity Protections Series

« UPDATED: K-12 Cyber Incident Response Runbook

« National K-12 Cybersecurity Leadership Conference

 Public Webinar Series

TLP:CLEAR © 2024 K12 SIX
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17>
Questions?

Membership/partnership inquiries: info@k12six.org or https://www.k12six.org/contact

© 2024 K12 SIX 5/8/2024 20
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